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Purpose- This study explores the critical business implications of Web3 technologies within
Tiirkiye's unique legal landscape, a nation experiencing significant crypto adoption and evolving
regulations. By analyzing the architectural shifts from Web1.0 to Web3, we aim to understand how
traditional legal frameworks create significant challenges for all stakeholders affected by
decentralized environments, not just those operating within them.

Design/methodology/approach- This study adopts a multidisciplinary and comparative research
design, integrating both technological and legal perspectives to investigate the evolution from
Web1.0 to Web3 and the associated legal implications. Given the complexity and scope of the subject
matter, a mixed methods approach is employed, combining qualitative content analysis, document
analysis, and comparative case study methodologies.
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Findings- The findings suggest that existing legislation is inadequate and outdated and poses a risk
of future legislative actions causing irreversible or difficult-to-remedy harm if current legal gaps

remain unaddressed.
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Discussion- Drawing from real-world case scenarios, the study highlights the urgent need for

adaptive legal strategies that align with the decentralized, borderless, and immutable nature of
blockchain infrastructures. The findings aim to support business leaders, legal practitioners, and
policymakers seeking to innovate responsibly within the emerging Web3 economy.

Research Article

1. INTRODUCTION

Technology evolves in a continuous cycle of emerging needs and new solutions, often described as the
“chicken-egg paradox” (Kiigiikkalay, 1997). Nowhere is this more evident than in the Internet’s transformation
across Web1.0, Web2.0, and now Web3. Each phase has reshaped how users interact with digital platforms,
how businesses operate, and how data is generated, stored, and governed.

Web1.0, based on the client-server model pioneered by Tim Berners-Lee (Berners-Lee et al., 1994), enabled the
passive dissemination of information, whereas Web2.0 introduced user interactivity and platform-centric
ecosystems that revolutionized social and economic dynamics (O'Reilly, 2007; Aghaei et al., 2012). However,
data centralization under large tech intermediaries sparked growing concerns over privacy, censorship, and
corporate overreach. Web3 emerged as a decentralized paradigm powered by blockchain technology, offering
unprecedented transparency, security, and user autonomy (Swan, 2015; Bambacht & Pouwelse, 2022). Beyond
its technical advantages, Web3’s decentralized nature now intersects with broader digital ecosystems such as
the metaverse, an immersive, persistent digital universe. Together, these technologies promise to reshape
entire business sectors by enabling secure digital ownership, trustless transactions, and decentralized
governance models.

These disruptive potentials are already visible in industries such as Finance, where decentralized finance
(DeFi) protocols offer borderless lending, borrowing, and asset management without intermediaries; Real
estate, where tokenized property ownership and blockchain-based land registries streamline and secure
transactions; Healthcare, where blockchain ensures data integrity and interoperability of electronic health
records across providers; Entertainment, where NFTs and metaverse platforms enable new models of content
monetization and digital rights management; Non-profit, where transparent donation tracking and smart
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contracts ensure accountability; Supply chain, where end-to-end visibility through immutable ledgers
enhances efficiency and trust.

While these applications unlock immense opportunities, they also expose significant legal conflicts,
particularly in areas where conventional legal tools fall short in addressing the dynamics of decentralized
systems. In the Turkish context, the transition to Web3 raises challenges such as regulating user-generated
content across decentralized platforms, identifying and prosecuting cybercriminals operating
pseudonymously within blockchain networks, and protecting intellectual property rights in metaverse
environments where ownership and originality are difficult to verify. Furthermore, the legal basis for
confiscating or freezing digital assets, a key instrument in criminal investigations and enforcement, remains
underdeveloped. As businesses adopt blockchain-based solutions, they must be aware that these unresolved
legal issues are not peripheral but central to the sustainable and lawful use of decentralized technologies.
Businesses embracing blockchain must, therefore, be acutely aware of these legal grey zones. Failure to
recognize and plan for such challenges may expose organizations to regulatory scrutiny, reputational damage,
or litigation. Legal compliance should not be viewed as a post-implementation concern but rather as an
integral part of innovation strategy from the outset.

This article explores these intersections through the lens of the Turkish legal landscape. According to the
Global Crypto Adoption Index (Chainalysis, 2023), Turkey ranks fourth globally in cryptocurrency transaction
volume, and 11t in overall index ranking in 2024 (Chainalysis, 2024), yet its legal framework remains in flux.
Recent regulations have addressed taxation and crypto asset service providers, but many legal dimensions,
especially those relevant to business applications, remain unregulated or unclear. By comparing the
architectural and conceptual shifts from Web1.0 to Web3, this study highlights how blockchain technologies
challenge traditional legal constructs. Drawing on real-world cases from Turkey, we illustrate how current
laws struggle to keep pace with decentralization and where gaps or conflicts emerge. In their bibliometric
study, Habil et al. (2024) noted that while 74.17% of blockchain research between 2019 and 2023 falls under
computer science-related disciplines, the integration of blockchain in business industry and its technological
implications and advancements in engineering applications, only 3.9% addresses legal implications an
imbalance this paper aims to address.

Despite Turkey’s prominent role in the global cryptocurrency landscape and its rapid technological adoption,
the current legal frameworks remain insufficient to address the complexities of decentralized systems inherent
to Web3. This study aims to critically examine the legal incompatibilities and regulatory shortcomings
surrounding Web3 technologies in Turkey, with a specific focus on blockchain-based infrastructures,
decentralized finance (DeFi), and metaverse ecosystems. By identifying structural gaps and highlighting real-
world legal conflicts, the research problem centers on how traditional legal constructs, rooted in centralized
governance, struggle to adapt to a peer-to-peer, immutable, and pseudonymous digital environment.
Ultimately, the study seeks to inform policymakers, business stakeholders, and legal professionals about the
urgent need for a coherent, adaptive, and enforceable legal framework for emerging Web3 ecosystems.

2.METHODOLOGY

This study adopts a multidisciplinary and comparative research design, integrating both technological and
legal perspectives to investigate the evolution from Web1.0 to Web3 and the associated legal implications.

2.1. Research Design

This study employs a qualitative exploratory research model to investigate the legal implications of Web3
technologies within the context of Turkey’s evolving regulatory environment. The research adopts a
comparative case study approach, supplemented by document and content analysis, to provide a
multidisciplinary perspective that bridges technological developments and legal frameworks. This model is
well-suited for exploring emerging and complex phenomena that lack comprehensive regulatory treatment.
By analyzing real-world legal cases and statutory documents, the study offers in-depth insights into how
traditional laws align or conflict with the decentralized structure of Web3 ecosystems. To guide the inquiry
into the legal challenges posed by decentralized Web3 technologies within Turkey’s evolving regulatory
context, this study seeks to address the following research questions:
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e RQI: How do existing legal frameworks in Turkey address the regulatory needs of decentralized
Web3 applications?

e RQ2: What are the key legal conflicts and enforcement challenges arising from the pseudonymous,
immutable, and borderless nature of Web3 technologies?

¢ RQ3:How can comparative analysis of Web1.0, Web2.0, and Web3 architectures reveal fundamental
misalignments between current regulatory mechanisms and technological realities?

e RQ4: What strategic considerations should Turkish lawmakers and business leaders take into account
when designing regulatory frameworks for Web3 technologies to ensure both innovation and legal
accountability?

2.2. Data Collection

The data for this study were collected through document analysis, drawing on both primary and secondary
sources. Primary data sources included Turkish laws, regulations particularly those related to internet
governance, content regulation, intellectual property, and financial enforcement. Secondary sources involved
academic journal articles, policy briefs, technical documentation, and industry reports on Web1.0, Web2.0, and
Web3 technologies. The collection process took place between January and May 2025, with the aim of
capturing the most up-to-date and relevant legal and technological developments. All documents were
systematically selected based on their relevance to the research questions and analyzed using qualitative
content analysis methods.

2.3. Data Analysis Methods

The collected data were analyzed using thematic content analysis, a qualitative method that allows for the
systematic identification and interpretation of recurrent themes, patterns, and legal conflicts. The documents
were coded based on key legal constructs and Web3-specific technological features. Additionally, comparative
analysis was used to examine differences and overlaps between the Web1.0, Web2.0, and Web3 paradigms in
relation to Turkey’s legal infrastructure. This multi-method analytical approach facilitated a nuanced
understanding of regulatory misalignments and emerging legal needs in decentralized environments.

2.4. Samples

Representative cases and real-world legal incidents related to each web generation are examined to highlight
practical implications. The population of this study comprises the legal and technological frameworks that
define the evolving regulatory environment for Web3 technologies in Turkey. Since the research is qualitative
and exploratory in nature, no statistical sampling technique was applied. Instead, purposeful sampling was
employed to select a range of real-world legal cases, statutory texts, regulatory documents, and policy reports
that directly pertain to blockchain-based applications.These documents represent the most relevant and
informative sources for understanding the intersection of law and decentralized technologies.

3. From Web1.0 to Web3

Any request for a service passes through the same kind of cables, switches, and routers and reaches a
computing device to be processed. Although Web1.0, Web2.0, and Web3 use the same infrastructure in terms
of networking, the protocols and concepts make the difference between them.

3.1. Internet Service Infrastructure

Although several cutting-edge technologies are used in order to create a network, for services to provide
information and end-users to reach the information needed, the underlying technology and the architecture
may be simplified in basic steps. Regardless of whether being accessed as Web1.0, Web2.0, or Web3. service,
Transmission Control Protocol /Internet Protocol (TCP/IP) suite is the underlying global method allowing
different end users/computer systems to communicate over the Internet. In order for communicating parts to
be identified, each of them is assigned an address, which is called an IP address (Parziale et al., 2006). Even
though there are two types of IP addressing systems, IPv4 and IPV6, IPv4 is the commonly used one and looks
like “194.27.18.45”. All types of communication over a network or the internet, such as reading news, watching
a video, sending e-mails, and transferring files, involve connecting to another computing system, breaking
data into smaller packets, and sending them to the intended destination/IP address (Murdoch & Anderson,
2008). Specialized systems called routers are responsible for forwarding these Internet Protocol (IP) packets to
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the destination appropriately. In the case of Internet Protocol Version 4 (IPv4), the forwarding decision is based
on a 32-bit destination address found in the header of each packet. A lookup engine at each port of the router
uses a routing data structure to determine the correct outgoing link for the packet's destination address (D. E.
Taylor et al., 2003). In order for a client to reach a service over a network, Figure 1 illustrates the infrastructure,
and below, the steps that should be taken are introduced.

CLIENT
/Router &Data Link

IP Address: 194.27.18.45

Figure 1. Network service
Steps to reach internet:

Stepl : Client applies to the internet service provider for accessing internet. Client submits his
address where the internet service is used and identity information to the ISP during the application.

Step2 : After completing the cabling process, the ISP arranges the configurations on the routers it
operates, creates the user account with the information provided by the client, and activates the internet circuit.

Step3 : For the user to access the internet, the ISP assigns an IP address to the user from the DHCP
server it operates. It maintains the information as a log record that this IP address was assigned for which
client's use at which time interval. If the client wishes, a fixed IP address can be allocated as well with a log
record.

Step4 : The client accesses the services to be used on the internet through the connection service
allocated

3.2. Content, Authority, and Establishment of Connection on Web1.0 and Web2.0

The concept of Web1.0 aimed to create a shared space on the internet where users could access the information
without contributing. It provided basic contact information like email, address, phone number, and fax, as
well as advertisements in newspapers and magazines. On the other hand, Web2.0, known as the read-write
web, enables the management and connection of a large global community with similar interests. Web2.0 is
associated with interactive web applications that facilitate information sharing, interoperability, user-centered
design, and collaboration on the World Wide Web. Social networking sites serve as real-time platforms for
sharing information and communication. Web2.0 goes beyond being just an upgraded version of Web1.0. It
encompasses elements such as flexible web design, the ability to creatively repurpose content, continuous
updates, and collaborative creation and editing of content, all made possible through Web2.0 technologies
(Hiremath & Kenchakkanavar, 2016). While the content is generated by the service provider, literally the
owner of the website, in Web1.0; user generally generates the content in Web2.0. However, both Web1.0 and
Web2.0 works on centralized computing system which is client-server architecture. The client-server model is
a system architecture that involves two components: client systems and server systems, which communicate
with each other over a computer network. The client system initiates a connection to the server system, while
the server system waits for requests from any client. A client, which may be a web browser, end-point or
mobile application or a thin client, is a hardware device that tries to access a service provided by a server. On
the other hand, a server is a computer that runs dedicated software to provide services to other machines by
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listening for requests transmitted via network (Kumar, 2019). For both Web1.0 and Web2.0 the authority on
the content stored on the server is hold by service provider. It means that the service provider can remove the
content from servers, totally make it unreachable, sell the information stored or shut all the system down.
Figure 2 illustrates the content creation and the authority for client-server model.

URL: https://www.bbc.com URL: https://www.twitter.com

WEB1.0 WEB2.0
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Figure 2. Content creation and authority for client-server model

As shown in Figure 2, for both Web1.0 and Web2.0, clients reach some content on the web servers, which have
IP numbers. Routers also identify the routes and servers by IP numbers. There are billions of hosts serving
web content in the world. As it is really hard to remember such numbers, the Domain Name System (DNS)
provides domain names to be associated with IP addresses. If a client wants to reach a website, they first look
up the IP address of it on DNS, then send the query to the associated IP address. For instance, the client on the
left side wants to reach the uniform resource locator (URL), which is www.bbc.com. Then the computer
performs a domain name lookup via its recursive DNS resolver, and the authoritative DNS of bbc.com sends
back the IP address of the service. Then the connection is established through this IP address.

3.3. Providing a Web Service on Web1.0 and Web2.0

As aforementioned above, if a web service, most commonly a website, is to be provided on the internet, then
several steps should be taken. Regardless of serving in Web1.0 or Web2.0, these steps are described below.

3.3.1. Domain Name

Domain names such as twitter.com or wikipedia.org are the most important components of web browsing,
which enable clients to reach websites by allowing them to type more memorable phrases than IP addresses
(Coull et al., 2012). Serving as a human-friendly identifier, domain names are used as a mask for IP addresses
(Mueller, 2000). Although the Internet Corporation for Assigned Names and Numbers (ICANN) isn't involved
in selling specific items, it plays the role of creating and managing contracts that ensure a series of
intermediaries follow the guidelines set by its diverse community to make the actual sale of domain names
and related tasks. These intermediaries are mainly ICANN-approved entities and are called registries and
registrars. These entities operate independently of ICANN but are legally obligated to comply with its
regulations (Datysgeld, 2017).

For an individual or a firm that wants to register a domain name, they apply to a registrar by providing their
contact information, including email address, phone number, registrant name, etc. If the domain name is not
registered before, after the payment is done, the domain name is registered for the registrant’s use. In Figure
3, the WHOIS lookup/registry information via whois.domaintools.com is shown for twitter.com.
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Figure 3. Registry information for twitter.com

As shown in Figure 3, some information, such as the information of the registrant, registrar corporation,
creation, and expiry of the domain name, is publicly available. Although the contact information may be given
falsely by the registrant, payment information and IP address used by the registrant while registry process are
logged by the registrar.

3.3.2. Web Hosting

Web hosting services provide the means to make any website accessible on the internet. By purchasing a
hosting service, the payer gains access to a portion of the web servers from the provider, where they can store
their website's files and data. When someone enters the website's domain name into the browser, it is the
responsibility of the web hosting provider to deliver the content to the visitor. Although the contact
information may be given falsely, intentionally by the payer, the payment information and IP address used by
the payer during the purchasing process are logged by the web hosting provider.

3.4. Web3

Web3, also known as the "Decentralized Web", forms the infrastructure blocks of the new web era and brings
to life a decentralized, democratic, and user-oriented internet environment (Alabdulwahhab, 2018). Web3,
which is based on the promise of giving individuals greater control over their data and the content they
produce, is driven by the power of blockchain technology. In order to understand the changes with Web3,
some main concepts should be introduced.

3.4.1.  Blockchain

Blockchain technology, which was invented by Satoshi Nakamoto, laying out the bitcoin’s, which is the first
and most known cryptocurrency, mathematical foundation; revealed the solution of the challenge to develop
a distributed storage system for documents with timestamps, ensuring that no party can alter the data or
timestamps without being noticed (Di Pierro, 2017). In simple words, blockchain technology has surfaced as a
decentralized computing approach that effectively resolves concerns associated with relying on a central
authority for trust (Khan et al., 2021). It is a public, decentralized database of records of transactions providing
information securely stored, validated, and managed by a network of computers all around the world, instead
of storing on controlled and centralized servers (Malhotra et al., 2022) and forms the backbone of Web3
applications (Momtaz, 2022). Transactions may encompass basic tasks, such as transferring funds from one
address to another, or more intricate actions involving contracts, such as voting. These activities are typically
carried out using cryptocurrency wallets, which hold users' private keys in order to sign transactions
(Bodziony et al., 2021). Being the key component of performing any transaction on any blockchain platform,
as a software application, crypto wallets allow users to create an asymmetric key pair of a private key and a
public key. Private key is a secret key in hexadecimal format used for authorizing transactions, proving asset-
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ownership, and the user is identified by its public key, which should be shared publicly as an address, derived
from the corresponding private key for receiving crypto assets (Suratkar et al., 2020 ; Aydar et al., 2020).

(2023) describe blockchain as an electronic ledger system that keeps track of who owns what and tracks
changes in real-time. Unlike Web1.0 and Web2.0, which operate on client-server architecture, blockchain
enables Web3 to operate in a peer-to-peer network, meaning a decentralized network architecture. Each time
a transaction is made, itis sent to that peer-to-peer network, where computer algorithms verify its authenticity.
Once confirmed, the new transaction is connected to the previous one, creating a chain of transactions known
as the blockchain (Sarmah, 2018), illustrated in Figure 4. The decentralized structure ensures data accuracy
and integrity through consensus among all network participants. Since digital records are publicly available
on the open blockchain, the information becomes transparent, immutable, and traceable.

( >
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money to B transaction is ILp
represented K742 7>

online as a
"Block”

3- The block is broadcast to

every part of the network

4

4- Those on the network 5- The Block can be added to 6- The money moves from A to B
approve the transaction is the chain
valid

Figure 4. Blockchain workflow (Sarmah, 2018)
3.4.2.  Smart Contract

Being implemented on blockchain, smart contracts are defined as executable computer programs for approved
contractual clauses. When a condition within a smart contract is met, the associated statement will
automatically activate the relevant function (Z. Zheng et al., 2020). Replacing trusted centralized legal parties
between contracting sides (Taherdoost, 2023) with an executable code, a smart contract is recognized by its
unique address and is stored on the blockchain. To interact with a smart contract, users send transactions to
the contract's address. When a new transaction is approved by the blockchain and directed to a contract
address, all participants on the mining network execute the contract code using the current blockchain state
and transaction details as inputs. Through a consensus protocol, the network collectively determines the
output and updates the contract's state for the next interaction (Luu et al., 2016).

3.4.3.  Decentralized Applications (dApps)

Decentralized applications, or dApps, are software programs that operate on a blockchain peer-to-peer
network architecture rather than relying on a centralized server. This decentralized nature makes them
transparent, resistant to censorship, and self-sustaining, removing the reliance on intermediaries. Important
characteristics of dApps include open-source availability, where the codebase is accessible for external review,
and reliance on decentralized consensus, guaranteeing that transactions are authenticated and stored on a
distributed ledger (Z. Zheng et al., 2017; P. Zheng et al., 2023). Figure 5 demonstrates a d App structure, which
shares similarities with traditional centralized web applications, but it incorporates distributed services and
databases as supplementary elements. Users of the dApp establish a virtual wallet on the corresponding
blockchain platform, serving as a unique identifier. Important actions, such as purchasing, vending, or
generating random numbers, are carried out via smart contracts (Min & Cai, 2022).
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Figure 5. dApp structure (Min & Cai, 2022)

3.4.4. Decentralized Finance (DeFi)

Decentralized Finance, known as DeFi, represents an innovative financial ecosystem that functions
independently of traditional middlemen like banks. It relies on blockchain technology to conduct and oversee
financial transactions. By employing smart contracts, DeFi platforms provide a wide range of financial services
such as lending, borrowing, asset trading, and yield farming (Popescu, 2020). Being a cheaper alternative to
the current traditional financial system, DeFi has the potential to expand financial access, foster innovation
without requiring permission, remove the necessity for intermediaries, guarantee the permanence of
transactions, resist censorship, enforce consistent rules for all participants, enable anyone with internet access
to audit transactions, and reduce the cost of cross-border transactions (Ozili, 2022).

3.4.5. Metaverse

Metaverse, which is a combination of the words meta (after, beyond) and universe, combines physical and
digital realms, allowing for ongoing, interactive experiences shared by multiple users. It relies on technology
to facilitate immersive interactions with virtual surroundings, digital items, and individuals in a multi-sensory
manner. Through the use of virtual reality, individuals experience a sense of immersion, feeling as though
they are situated in an alternate reality and interacting much like they would in a physical environment
(Mystakidis, 2022). Blockchain, being the underlying technology for the Metaverse, is the fundamental basis
of its framework. It deals with matters concerning virtual assets and identities, providing users with a wide
array of content for interaction (Mozumder et al., 2022).

One of the Web3 metaverses, Decentraland, powered by blockchain, allows its users to create, buy, or sell
digital assets. In Decentraland, the community permanently owns land and has complete oversight and
authority over their creative endeavors. Decentraland differs from traditional virtual worlds and social
networks in that it is not governed by any centralized organization. This means that no single entity has the
authority to alter the smart contract, content, economic mechanisms, or restrict others from accessing the
world, trading digital goods, and offering services.

3.5. Content, Authority, and Establishment of Connection on Web3

The concept of Web3 is aimed at creating a more secure, transparent, and user-centric internet in which users
are provided with control over both their data and the content they create (Liu et al., 2022). Gavin Wood (2014),
who is the co-founder of Ethereum, which is a decentralized blockchain, indicates that Web1.0 or Web2.0 falls
back on centralized trust of authorities. Wood stated that, especially after the Snowden issue, it is not a good
model to entrust user information to organizations that work in a model that generates more income the more
they know about their users, and stated that governments are generally trying to expand their authority. For
this reason, it is explained by the requirements of the Web3 model, which mathematically forces the
communication between the parties and the information that should remain confidential to remain
confidential, information such as IP address not to be determined, and to operate by consensus without
depending on the decisions of a central authority.
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Shifting from client-server architecture to decentralized chains, Web3 stands out from prior iterations Web1.0
and Web2.0, as it integrates concepts of ownership and transfer. Individuals will establish self-governed
accounts, often in the shape of wallets, to oversee digital assets and virtual information. In contrast to
depending on centralized servers, Web3 participants have the freedom to transfer their assets using smart
contracts, which offer benefits such as automatic execution, accountability, and global verification (Yu et al.,
2023). (2017) define a decentralized system as a type of distributed systems, which consist of coordinated
components managed by a single authority, in which various authorities control different components, and
no single authority is completely trusted by all. Unlike Web1.0 and Web2.0, Web3 does not require a single
server hosting the information and serving to the clients. Web3 works on a decentralized computing
architecture. Every node in this architecture may act as both a client and a server. This peer-to-peer (p2p)
networking provides for the sharing of information across the nodes securely. Figure 6 illustrates the content
creation and the authority for the decentralized p2p model.

=

= El

Figure 6. Content creation and authority for p2p model

Since the content is generated by one peer and is stored on other peers’ storage, the content cannot be removed
or made unreachable by a single authority. Compared to client-server architecture, clients also reach another
peer on the network to get the content through the peer’s IP address. Routers again identify the routes by IP
number as well. But the traditional domain naming system (DNS) is not used in order to find the location of
desired content.

3.6. Providing a Web Service on Web3

As aforementioned above, if a web service, most commonly a website, is to be provided on Web3, then several
steps should be taken, which are described below.

3.6.1. Hosting

The approximate file size that can be stored in a block in blockchain is 1 MB; hence, it is not appropriate to
store files larger than that size in blockchain (Ye & Park, 2021). Storing the actual data on a decentralized and
distributed storage network and storing only some metadata in blockchain makes sense. Decentralized storage
networks (DSNs) are provided by different storage providers without the need for central coordination
(Korpal & Scott, 2023). Interplanetary File System (IPFS), which is a p2p protocol for storing and accessing
files and websites (IPFS whitepaper), is an open-source initiative aimed at establishing a lasting, decentralized
approach to storing and distributing data. It encompasses a protocol and network and is widely utilized by
various projects and users seeking seamless and effective file sharing. Unlike the traditional location
addressing system used by HTTP through DNS, where a single server hosts multiple files requiring access,
IPFS disperses files throughout the network, with each file being identified by its cryptographic hash based
on its content. An overview of how a file or website is stored and served and reached by the clients within the
blockchain is demonstrated in Figure 7 (Politou et al., 2020; Alizadeh et al., 2020).

Isletme Arastirmalar1 Dergisi 2667 Journal of Business Research-Turk



O. Ceran 17/3 (2025) 2659-2678

e-[ ] Distributed
. 2 hash table

Add: file f .

' a'eE

—
Distributed
hash table ‘_

Hash (filef) Blockchain

Figure 7. Content storing and distribution on IPFS and blockchain (Politou et al., 2020)
If a user wants to store a file in IPFS steps to take are as follows:
Step-la: User “A” stores a file named “f” in IPFS.
Step-2a: The file £ is split into small chunks and every chunk is identified with its own hash value.
Step-3a: The chunks of file f are distributed to some other nodes on the network.

Step-4a: Every node that gets the chunks of file f is written to the Distributed Hash Table (DHT), which
performs as a lookup service providing who has what data.

Step-5a: A content identifier (CID), which is the label used for pointing a material and based on hash value
of file f is calculated and stored in the blockchain. (Combining this with a domain name on the blockchain will
be enumerated on section 2.6.2)

If a user wants to retrieve a file in IPFS steps to take are as follows:
Step-1b: User B queries with the CID of the desired file f through the IPFS service to the network.
Step-2b: The request traverses to nodes who has the chunks of file f through using DHT.
Step-3b: The whole chunks are gathered and combined to create the main file f.
Step-4b: User B gets the file f.
3.6.2.  Domain Name

There is no difference in domain name systems between Web1.0, Web2.0, and Web3 in terms of purpose, which
is directing a user to intended content without the need to remember complex identifiers. However, in Web3,
ICANN has no central authority for controlling and coordinating domain names. In fact, there is no central
authority controlling and coordinating domain naming and addressing. Blockchain-based naming service also
operates like DNS with hierarchical names, with a registrar who has the full authority. But top-level domains
are managed by smart contracts, allowing users to have domain name ownership if they follow the rules of
the smart contract (ENS Architecture, 2022). In order to register a Web3 domain name, users must have a crypto
wallet for paying fees and also signing the transaction for storing on the blockchain. Users may connect their
wallet address to both support their cryptocurrency addresses and their blockchain-based websites to be
reachable through a domain name (Osborn & Alan, 2023). The content identifier of the website hosted on IPFS
may be combined with the blockchain-based domain name. During the time this study is being conducted,
Web2.0 browsers like Chrome and Safari are not able to access Web3-based websites. Chromium-based web
browsers like Brave allows users to reach both traditional domains (like .com, .org, .edu etc.) and also
decentralized domains (like .cyrpto, .eth, .zil etc.) stored on blockchain network (Sutopo, 2023).

vitalik.eth is a website being served on Web3. If a WHOIS lookup/registry information check is conducted via
whois.domaintools.com, no information is shown, as indicated in Figure 8.
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25 whois.domaintools.com

° DomﬂinTOO|S PROFILE + CONNECT+ MONITOR~* SUPPORT \ Q LOGI

Home Whois Lookup valid Searc

Malformed Domain or IP

We could not determine what domain or IP you were looking for, please use one of our utilities to find a better domain or resubmit the desired IP in a proper format

If you think you have entered a correct domain name, then please file a support ticket claiming so.

Figure 8. Whois record check for vitalik.eth

4. FINDINGS

The development of technology has not only led to changes in the traditional ways of committing crimes but
also to the emergence of new types of crimes. Furthermore, it has brought about significant changes in the
way law enforcement and judicial units investigate, probe, and prosecute crimes. While the crime of unlawful
entry into a dwelling has long been defined as a crime in the criminal law of almost all countries, the unlawful
seizure of a social media account was defined as a crime and subject to relevant laws not too long ago.

Many countries have started to integrate legal regulations, as well as integrating the innovations brought about
by the development of technology into their work processes. New articles have been added to the criminal
laws for cyber-dependent crimes, while for cyber-enabled crimes, existing articles have been regulated with
the view of a "qualified form of the offense," often prescribing higher penalties for the same offense when
committed using information technologies (Decker, 2007; Katyal, 2001; Payne et al., 2019; Rashkovski et al.,
2016; Koto, 2021).

For both dependent and enabled, enforcement of cybercrimes faces challenges in identifying criminals,
jurisdiction because of conflict of laws, providing evidence regarding its nature, dearth of data, and lack of
sufficient or inadequate legislation (Ajayi, 2016). Due to the increasing investment, research, interest, and
utilization of Web3 technologies, businesses also need to contemplate legal issues. Businesses that provide
blockchain implementation/service or service enablers must not violate the current legal regulations and must
fulfill the obligation to provide the requested documents or information to law enforcement or justice
authorities as required by the current legal legislation after the service is used as an instrument for a crime. As
a result, this paper aims to explore the legal challenges associated with existing Web3 applications and predict
potential legal issues poised for blockchain-driven transformations. In the following section, current legal
provisions in the Turkish legal system will be given, and the difficulties that may be experienced will be
explained comparatively through an example case.

4.1. Regulating the Publications on the Internet

Law for Regulation of Publications on the Internet and Combating Crimes Committed by Means of Such
Publications No. 5651 provides the definitions, structure, and responsibilities of organizations such as content,
host, and access providers (ISPs). The law regulates the prevention of access to publications or the removal of
illegal content in which crimes are committed online. According to Law No. 5651, an "access provider" is
defined as an operator or a natural or legal person that provides access to the internet environment for public
internet use providers and their subscribers. The same law stipulates that, upon being duly notified in
accordance with the relevant legislative provisions, the access provider is obligated to block access to the
content, domain name, or IP address that constitutes the subject of a criminal offense. Article 8/17 declares that
prevention of access is processed by blocking the related content through an individual URL if technically
possible; if not, the entire website may be blocked from being accessed.

As discussed in section 2.2, two types of blocking methods could be used if the crime-related content is served
over Web1.0 or Web2.0. The first one is DNS tampering (Akgiil & Kirlidog, 2015), which is about maintaining
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the internal DNS entry of the website to redirect users’ queries to a different IP address than they should be.
For example, let’s assume that www.abc123.com publishes content facilitating the use of narcotics. And
abc123.com is hosted at 192.168.1.2 IP address. If the ISP changes the DNS record for abc123.com to 172.16.8.4
(suppose that this is a website that notifies the user of the court order for blocking access to abc123.com), the
user will be redirected to IP number 172.16.8.4 immediately after making a DNS query for abc123.com. The
second one is IP-blocking (Akgiil & Kirlidog, 2015), which is about blocking the entire website via blocking
the IP address of the website hosted. Considering the example above, if a user tries to reach the 192.168.1.2 IP
address, on which www.abc.com is hosted, ISPs block all the traffic to that IP address.

On the other hand, if the crime-related content is served over Web3. then these two types of blocking methods
become useless. Let’s assume that the content is reachable at ipfs://abc123.eth. Since the website operates using
the Decentralized Name service, which is not controlled by any central authority, and no entity can censor the
system, there is no way to tamper with abc123.eth. As shown in Figure 8, there is no single IP address to
tamper with. It is also impossible to block the traffic to abc123.eth because the files are hosted in a distributed
manner, as discussed in section 2.6.1. If an end-user wants to reach abc123.eth, it will be redirected to different
IP addresses that hold the content every time, making it impossible for ISPs to block traffic. But Article 19 of
the “Regulation on the Principles and Procedures for the Regulation of Publications Made on the Internet
Environment” stipulates that "If the decision to block access given as an administrative measure is not implemented
within twenty-four hours from the notification by the Presidency, the Presidency shall impose an administrative fine of
ten thousand Turkish Lira to one hundred thousand Turkish Lira on the access provider (ISP). If the decision is not
implemented within twenty-four hours from the moment the administrative fine is imposed, the Authority may decide to
cancel the activity certificate upon the request of the Presidency. This situation may create a conflict for a company
operating in the field of internet service providers, which may result in punishment for a situation for which
it cannot technically take precautions or action.

Similarly, under Law No. 5651, a "content host provider" is defined as a natural or legal person that provides
or operates systems hosting services and content on the internet. According to Article 5 of the Law, the content
host provider is obligated to remove unlawful content from publication upon being duly notified in
accordance with Articles 8 and 9 of the same Law. In cases where the content host provider fails to fulfill its
legal obligations, the same administrative sanctions outlined in the relevant regulation shall be imposed, as
stipulated by the corresponding provision. In a blockchain-based infrastructure, a conflict may arise that could
result in a penalty for a company operating as a content host provider as defined by law, for which it would
technically be unable to take precautions or action.

For example, PeakD is a blockchain-based social media platform built on the Hive blockchain. It enables users
to create, share, and monetize content in a transparent and censorship-resistant environment. Unlike
traditional platforms, PeakD stores data on the Hive blockchain (PeakD, 2024). PeakD declares in the Legal
Terms of Service section that the platform interacts with Hive blockchain. PeakD gives users control over their
content consumption and creation while requiring them to comply with local laws and responsibly mark Not
Safe for Work (NSFW) material. PeakD is a frontend tool for interacting with the Hive blockchain and does
not control or manage it. Once content is posted on Hive, it is beyond PeakD's control to delete or modify it.
Users are responsible for understanding the permanent nature of blockchain and making informed choices
before posting any data. When the terms of service are examined, it is obvious that PeakD has no power to
moderate the content on the blockchain. This decentralization ensures no single authority can fully remove or
suppress the content. PeakD warns its users that they will be held responsible for any illegal content and that
users should tag the content as NSFW. However, Law No. 5651 holds PeakD responsible for taking action in
such a situation (if it were operating in Tiirkiye), and the warning the company has given to its users regarding
its responsibilities is invalid regarding its own irresponsibility.

4.2. Efforts on Investigation

As aforementioned, almost all types of crimes can be committed using any form of information and
communication technology. With the exponential increase in internet usage, criminals have found both a pool
of victims and new opportunities (Curtis & Oxburgh, 2023). Law enforcement builds strategies for

investigating these digital threats, which require more than analog approaches (Hull et al., 2018). Any content
served on a website may contain violence against a person or animal, sexual offense, trade secret, sexual
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activity involving a child, blackmail, racial or religious insult, or some kind of offense that may be against state
or public order. Although it is one of the biggest challenges law enforcement faces (Ajayi, 2016), identifying
criminals becomes increasingly important for both punishment and stopping the crime being committed.

Articles 54 and 55 of the Turkish Commercial Code define any act that unjustly and misleadingly damages the
commercial reputation of a business or individual as the offense of "defamation of commercial reputation.”
This offense typically manifests through actions that tarnish a company’s reputation by disseminating false
information or making misleading statements about its commercial activities, products, or services. In such
cases, the affected business inevitably suffers both material and moral harm, leading to tangible economic
consequences such as loss of customers, decreased sales, and reduced market share. The offense of defamation
of commercial reputation is subject to criminal sanctions under Article 62 of the Turkish Commercial Code.
Individuals who intentionally commit such acts of unfair competition may be punished with up to two years
of imprisonment or a judicial fine.

For a real case, if a company reports that some misleading images/videos/comments of their business are
spread through the social media platform www.abc123.com, then law enforcement starts to investigate to
identify the criminal who has uploaded that content to the platform. The first step the police take is to find a
legal contact to make a legal request for information, such as the IP address, registered e-mail, etc., of the user
who uploaded this content. If there is no contact declared on the website, then police make a “WHOIS record
check” for the registrant of abc123.com to find out a legal contact. Registrar information can also be used to
find the registrant, as shown in Figure 3. After receiving the IP address information, police make another
request from the ISP to find the user of this IP address. As mentioned in section 2.1, ISP may provide
information such as identity and physical address. If the platform abcl123.com requires signing up with an
email address, then it can provide that information to the police for them to take the same steps to find out the
user.

If this website is hosted on Web3 in ipfs://abc123.eth, it is hard to determine the registrant. As shown in Figure
9, the domain name's owner consists of just random numbers. If these random numbers have not made any
identifiable transactions, it is almost impossible to find the owner/registrant. Since all the payments are made
with cryptocurrency, which ends up with the same random numbers, finding the owner through financial
transactions becomes almost impossible.

Check an ENS name

ceranjeth

Normalization Name Wrapper

@ Normalized @ Unwrapped
ceran.eth 2 ceran.eth PF

t @ Locked
General Info @™ AQO0 = / i

None
0x9782..886D

k5782, 886D Parent-Controlled Fuses Owner-Controlled Fuses

Figure 9. ENS record for owner

4.3. Intellectual Property

The significance of safeguarding intellectual property (IP) rights in Turkey has heightened, driven by its
increasing connections with the European Union and the global community (Kula & Ozoguz, 2010). There are
three main pieces of legislation regulating intellectual and industrial rights in Turkish law. These are the Law
on Intellectual and Artistic Works (LIAW) No. 5846, the Industrial Property Law No. 6769, and the Law on the
Protection of Integrated Circuit Topographies No. 5147. Especially, LIAW regulates all kinds of intellectual
and artistic products that bear the characteristics of their owner and are considered works of science, literature,
music, fine arts, or cinema, and the moral and financial rights related to them, which are declared in article
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1/B as "works". According to LIAW, article 4, fine works of art include works of architecture that have aesthetic
value (Cagla, 2021). Itis not possible for ordinary products that can be easily created by anyone to be described
as works within the scope of LIAW. It was stated that buildings with aesthetic value would be protected as
"works of architecture,” and in this way, it was accepted that architectural works could be protected as works
of fine art. Article 16/1 of LIAW defines the right of the architect of the work to "prevent changes to be made
in the work", one of the moral rights he obtains in this capacity. Accordingly, "abbreviations, additions and other
changes cannot be made in the work or in the name of the author without the permission of the author." An architectural
work becomes public when it is built, and the way in which the work is presented to the public also indicates
the owner's choice in this regard. Therefore, the basis of the right to prevent changes also lies in the motive of
not damaging the positive reference that the architect has obtained through the work in question (Gurkaynak
et al., 2014).

As discussed in section 2.4.5, metaverses provide their users with the ability to create, buy, or sell digital assets
in which these virtual worlds are not governed by a centralized organization, and users are able to create
buildings. If an architectural work, let’s assume the rectorate building of Gazi University, built in 1927 and a
well-known one by all Turkish citizens, is recreated in a public metaverse in the same location as a digital
twin. The owner of this digital twin may make some changes to the building, like removing the walls to change
it to glass, creating an elevator on the corner, in order to change this building into an auto showroom. Since
no single entity has the authority to alter the smart contract, nobody can restrict making changes to the digital
twin. In addition, because the owner holds its assets with a crypto wallet, it is almost impossible to make a
complaint about the changes to the building. As discussed above, the basis of the right to prevent changes lies
in the motive of not damaging the positive reference that the architect has obtained through the work, although
there is no change to physical building.

4.4. Confiscation

While traditional banking and financial intermediaries function with centralized authority, blockchain
provides autonomous, self-executing, and decentralized applications that eliminate the need for
intermediaries. Parties engage with intermediaries not necessarily due to efficiency but rather because these
intermediaries possess the authority and reputation that instill trust (Fulmer, 2019). Groups prefer employing
blockchain technology due to its attributes related to security and transaction speed for fraudulent activities.
Specifically, the concept of decentralization, inherent in blockchain, provides a perception of anonymity for
certain activities, even when the blockchain is publicly accessible (Rotundu, 2022). Cryptocurrency exhibits a
'‘pseudo-anonymous' nature, indicating that, although it can be traced to a specific computer or identified
through a public key linked to a user, the user is not obliged to disclose their real-world identity. Additionally,
it was created as a peer-to-peer platform to circumvent the regulatory mechanisms of a state's conventional
financial sector (Fletcher et al., 2021).

Any proceeds of crime disrupt the state's economic structure. Confiscation, a punitive measure deeply rooted
in criminal law since ancient times, is a form of sanction in nearly all legal systems. It involves the transfer of
ownership rights from an entity to a public entity, terminating the ownership rights over a specific item. This
occurs under specific legal conditions due to committing an offense (Avci, 2014). Turkish Criminal Code No.
5271, Article 54 declares that “Provided that they do not belong to bona fide third parties, the property used in the
commission of an intentional crime or allocated to the commission of the crime or the property resulting from the crime
shall be confiscated”. And according to article 55, "confiscation of earnings" can be defined as the transfer of
ownership to the state of the material benefits obtained by committing the crime, or the subject of the crime,
or provided for the commission of the crime, and the economic gains resulting from their evaluation or
transformation (Acar, 2019). The owner's authority must be initially revoked for the goods to be confiscated.
This condition is articulated in Article 123 of the Code of Criminal Procedure No. 5271: " Asset values that are
deemed useful as a means of proof or that constitute the subject of confiscation of goods or earnings are kept under
protection. It is stated that such items that the person keeping with him/her does not hand over with his/her consent may
be confiscated." In a seizure, ownership of the goods does not transfer to the state; however, if a confiscation
decision is made, ownership of the goods is transferred to the state (Ozden, 2023). In Article 128, it is declared
that “in cases where there is strong suspicion based on concrete evidence that the crime subject to investigation or
prosecution has been committed and obtained from these crimes, the assets belonging to the suspect or defendant may be
seized.”
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To explain this situation with an example, let us assume that a decision to confiscate the assets of a suspect in
which there is concrete evidence, according to the Financial Crimes Investigation Board report, that the suspect
firm A has committed the offense of laundering the value of assets arising from crime within the scope of
Article 282 of the Turkish Criminal Code No. 5237, based on Article 128 of the Criminal Procedure Code. The
suspect's bank accounts will be blocked following the relevant legal decision in this case. Let us consider firm
B as the victim here.

When the suspect firm A tries to access the bank account and make transactions using Web2.0 applications
(via either website or mobile application), it will not be able to access due to the arrangement made in the
central servers of the bank. The seizure process is technically that simple. In addition, the IP address
information of the third person who tries to access these accounts during the operation can be kept as a log
record. However, if the asset is a cryptocurrency in the Web3 ecosystem, performing the seizure may not be
possible due to the decentralized structure. Suppose a hard wallet, a USB stick-sized device used for storing
assets standalone, is seized during the operation. In that case, a third party can transfer the crypto asset using
a backup wallet without anyone knowing, including the police (Nigh & Pelker, 2015). In such a scenario, the
initially seized wallet loses its value entirely. S. K. Taylor et al. (2021) proposed a model where cryptocurrency
can be transferred to a controlled wallet, where the information in the seized crypto wallet is accessible.
However, as stated, a transaction fee will be charged for each transfer transaction on Web3. If the court decides
to return the seized crypto asset to its owner as a result of the judgment, there is no provision in the current
law for how the transaction fee will be covered. The model proposed by Taylor et al., (2021) is in force in the
current legislation when the judicial authorities make the confiscation decision about the seized asset, such as
currency or precious metal. In such a way, the asset in Turkish currency in the bank account is transferred to
the Turkish currency account of the state free of charge using Web2.0 tools. There is no place in the current
legislation for the transaction fee to be covered for the confiscation to be given a value on Web3. As (2022)
declares, if crypto assets could be classified as money, then the legal system may apply the same kind of
processes. However, cryptocurrencies do not meet the criteria because they are not a unit of account and do
not store value.

5. DISCUSSION AND CONCLUSION

The period from the first introduction of the Internet protocol to its widespread use is undeniably long. These
days, no one finds it strange that people communicate through the watch they wear on their wrists or even
the refrigerator in the kitchen that communicates through the internet without needing a human being. It is a
fact of human life that solutions are found for emerging needs and that the technologies offered as solutions
give rise to new needs. While the need for human beings to access information more easily initiated the Web1.0
era, it is seen that the desire and need of the individual to create content himself/herself led to the beginning
of the Web2.0 era. In this period, from the financial sector to education, from production to consumption, from
the health sector to security, and from the private sector to the state, internet technologies have become the
basic technology in every field where information is produced, transported, and used.

It is seen that the emergence of the Web3 era, thanks to blockchain technology, which has become known and
recognized with Bitcoin, which is only one of its application areas, is also driven by similar needs. In the 2016
US presidential elections, Cambridge Analytica used millions of Facebook user data in the election campaign
(Venturini & Rogers, 2019), raising questions about user data ownership. Although governments base their
internet censorship decisions on religious, cultural, intellectual property, ideology, moral values, privacy, etc.
(Ververis et al., 2020), autocracies make such decisions to undermine the power of civil society (Chang & Lin,
2020), and the desire for a censor-resistant communication has emerged. Similarly, since modern payment
systems must rely on an intermediary, the bank, and the intermediary system reflects various and relatively
high fees for each use (Perkins, 2020), the search for the elimination of intermediaries has led to the
development of Web3 technologies and the work of many sectors and researchers on this subject.

Web3 represents a significant shift toward a decentralized internet, empowering users with greater control
over their data and assets. While this transition offers substantial advantages, such as disrupting industries,
increasing transparency, and fostering innovation, its widespread adoption is impeded by critical challenges.
These include lack of clear regulatory frameworks. Alongside the extensive body of research on technological
development, the literature also contains numerous national and international studies that identify and
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propose solutions for the legal issues arising from these advancements. Although these studies are based on
different legal systems, they generally converge around the need to address uncertainties, foster international
collaboration, and promote interdisciplinary cooperation among experts.

According to Donder (2025), studying legal frameworks that grant smart contracts the status of legally binding
agreements is crucial for their global enforceability. To address the legal and technical complexities in areas
like intellectual property rights, harmonization of legal systems across different jurisdictions is necessary.
Promoting international cooperation through solutions like standardized code infrastructure and common
templates would facilitate the global application of smart contracts, thereby integrating them into worldwide
legal systems. Can & Akman (2024), fully realizing the potential of blockchain technology in a governmental
context emphasize the requirement for a collaborative effort among public administration experts, technology
specialists, legal regulators, and the private sector. This cooperation is essential for developing effective and
efficient policies that can facilitate the integration of blockchain into public services. Mustafa et al. (2025)
emphasize that developing a comprehensive legal and governance framework for blockchain technology
requires addressing a range of interconnected issues. From a legal perspective, it is essential to establish clear
standards for data protection, privacy, accountability, and digital identification. Kshetri (2018) claims that the
absence of a clear legal framework for intellectual property based on blockchain presents a major hurdle for
protecting and enforcing Intellectual Property Rights. Traditional IP laws, like those for copyrights and
patents, were created for a centralized system where ownership is straightforward to identify. However,
blockchain's decentralized structure makes it difficult to apply these conventional legal frameworks to
blockchain-based intellectual property. Zhuk (2025) highlights that the World Intellectual Property
Organization (WIPO) has been exploring how blockchain can be used to protect and manage intellectual
property rights. While WIPO acknowledges blockchain's potential as a secure, decentralized platform for this
purpose, it also recognizes the critical need for a clear legal framework to ensure these rights are effectively
protected and enforced.

Unlike other rules of order, rules of law, which exist to ensure peace and security and are the regulator and
determinant of social life, are created by people as the need arises by accepting and putting in writing certain
rules of behavior following certain bodies and certain procedures (Bali, 2004). For example, the Turkish
Criminal Code, which regulates the sanctions against criminal behavior, was adopted in 1926 (Kaynak, 2022)
and has undergone many changes over the past 100 years. The content of "special crimes committed using
computers" was created with the 1991 amendment to the Turkish Criminal Code (Avsar & Ongoren, 2010).
Especially with the widespread use of Web2.0 technologies, Law No. 5651 on "Regulation of Publications on
the Internet and Combating Crimes Committed Through These Publications" entered into force in 2007. With
the introduction and widespread use of Web3 technologies in our lives, it is clear that there is a need for legal
regulations on this issue and that these regulations will be made according to the natural flow of life.

Research is being conducted on blockchain technology in connection with several widely recognized
applications, encompassing but not limited to e-government (Coban et al., 2024), finance (Yang et al., 2024),
supply chain management (Alsmadi et al., 2023), auditing (Dong & Pan, 2023), healthcare (Sumathi et al.,
2024), voting systems (Daraghmi et al., 2024), and Internet of Things (IoT) devices (Pandey et al., 2023).
However, the fact that cryptocurrencies, such as Bitcoin, are the most well-known and famous application of
Web3 technologies and that they propose or present an order that is the opposite of the existing economic and
financial order globally seems to have led states to make or prioritize legal regulations on this issue in general.
However, as Lehmann, (2021) notes, there is also uncertainty about the applicable laws and a legal
disagreement in which a law court must decide whether a judgment should be made according to the laws of
one country. Balancing technological innovation with legal compliance is a perpetual challenge for regulators.
This difficulty arises from the likelihood that regulators will eventually develop new methods to regulate
disruptive technological innovations in areas where regulation was previously insufficient (Dhali et al., 2023).
However, Al-Tawil (2023) emphasizes that the current constraints necessitate a customized regulatory
approach instead of relying on broad laws that lack precision.

The biggest problem with crimes using Internet technologies is that they are transnational crimes, meaning
that where the crime is committed, where the offender is located, and where the victimization is experienced
may differ. For this reason, the legal regulations to be realized must be internationally accepted and enable
cooperation.
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